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本文的一个创新点是在协议中引入密钥导出算法来实现 BS 和 UE 之间的密
钥分配管理，该算法的优点在于加密密钥和加密方式不需要在通信中直接传输，
避免了加密密钥被窃听的危险。同时协议实现了 BS 和 UE 的双向鉴权，对























With The rapid development of wireless communication technology, mobile 
users exponentially rapid growth, people enjoy ubiquitous wireless network, how to 
make ensure the safe operation of the network has become the focus of attention. User 
authentication technology is a key security technologies in wireless metropolitan area 
network, has been a research focus in the field of broadband wireless communications. 
The research of user security authentication, encryption of data has very great 
practical value and security value. 
This article describes the current status of wireless network security research and 
problems in detail, based on the background of broadband wireless access network 
(BRadio) system, a detailed research on the MAC layer encryption and authentication 
protocol is done. Firstly, a simple analysis of MAC layer security protocol in the 
broadband wireless access network is given, for which the encryption key distribution 
algorithm research and improvement, we propose a detailed design of MAC 
cryptographic authentication protocol, the protocol described the authentication 
process and encryption key generation process, according to the design of the 
encryption key update mechanism, update various types of encryption keys 
dynamically . Secondly, based on the protocol design, on which the BS and the UE 
side to the overall design, including the internal registration authentication module, 
encryption key export module, short message  processing module, and system 
encryption and decryption modules. User authentication protocol, control information 
encryption, key distribution, short messaging and other functions is implemented, to 
prevent unauthorized users access, while ensuring information confidentiality during 
transmission, the system provides a secure environment. 
One of this article's innovation is the encryption key derivation algorithm, it 
achieves the encryption key distribution management between the BS and UE , the 
method has the advantage of the encryption key do not directly transmit the 
communication to avoid the risk of eavesdropping. At the same time the BS and UE 















improved, and use AES encryption algorithm to encrypt the  business information to 
improve the wireless metropolitan area network data encryption algorithm's security 
and reliability. 
Another innovation of this paper is that the introduction of control messages 
filling algorithm, the information fill the transmission to determine whether the 
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